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Second Quantum Revolution
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Cryptography

It is a technique of securing information and communications using codes to ensure confidentiality, integrity and authentication.




NU Features

Ensures data is accessible only to
intended recipients.

Guarantees data remains unaltered
during storage and transmission.

Prevents senders from denying their
actions.

Verifies the identities of senders and

receivers.
\ Enables secure communication across
diverse systems.
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Continuously evolves to counter
emerging threats.



Q-NU Types

Types of Cryptography
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Q->NU Symmetric key crypt
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Example - 1

key = Fernet.generate_key()
cipher_suite = Fernet(key)
print(f"Key: {key.decode()}")

message = b"Secret message for symmetric encryption"
print(f"Message: {message.decode()}")

cipher_text = cipher_suite.encrypt(message)
print(f"Encrypted: {cipher_text.decode()}")

plain_text = cipher_suite.decrypt(cipher_text)
print(f“Decrypted: {plain_text.decode()}")

v/ 0.0s

Key: b_9zSri0g1BekMgY12s5DpKNXRYUONaENXsqtqYN_m4=

Message: Secret message for symmetric encryption

Encrypted: gAAAAABogt44fp_Omd-T4YF7h4InhZb80gXAzby7SmYT-gXmXY4CwWBU65jY7BnNeafjusFuAixqSeupty
Decrypted: Secret message for symmetric encryption




Q->NU Asymmetric key crypt
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private_key = rsa.generate_private_key( Exa m p Ie - 2

public_exponent=65537,
key_size=2048,

public_key = private_key.public_key()
message = b'"Secret message for asymmetric encryption"

cipher_text = public_key.encrypt(
message,
padding.OAEP(
mgf=padding.MGF1(algorithm=hashes.SHA256()),
algorithm=hashes.SHA256(),
label=None

)
print(f"Encrypted: {base64.b64encode(cipher_text).decode()}")

plain_text = private_key.decrypt(
cipher_text,
padding. OAEP(
mgf=padding.MGF1(algorithm=hashes.SHA256()),
algorithm=hashes.SHA256(),
label=None

)
print(f"“Decrypted: {plain_text.decode()}")

v/ 0.0s

Encrypted: dgjd/T1JdrRgeNeRABxUYLMarpwQHTLklak98ty/RDL6Z1k36ZWodJOHT+mFgx2WW1lId7un7RkIGGVI
Decrypted: Secret message for asymmetric encryption




Q->NU Hash Functions
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Q->NU Example - 3

digest = hashes.Hash(hashes.SHA256(), backend=default_backend())

data = b"Data to hash"
digest.update(data)

hash_value = digest.finalize()
10 print(f"SHA-256 hash of '{data.decode()}': {hash_value.hex()}")

v/ 0.0s

SHA-256 hash of 'Data to hash': edd63071745ec4beafe@b3a80ba2c@@9c73e042e863003268680ce278f8b4b97

000 m=)



s Classical Cryptography secure?
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[deal Security Requirements




Challenges with current Cryptography gleCEIRITo V] flaVR{el=1aF- 140

Tod ay, Dlgltal India is entirely N “Security is as good as the key”
Digital India based on computational security

Power To Empower  Which will fall like a pack of cards:

Due to Exponential increase in computational

resources available due to Quantum computers \__x:\ The key should not be copied
and increased computational power for Crypto

Analysis

Vulnerabilities on the physical link like Eaves- The keys should be truly
dropping and other attacks through the random
physical architecture cannot be detected.

Backdoors are present in the classical
algorithms which can be easily cracked with
increasing computational power. Many
backdoors will open once Quantum
computers are here.

Key tampering should be
detectable




Q->NU

Quantum principle
guaranteeing ldeal
security



Q->NU e Measurement perturbs
the state

e No peturbation implies
¢ No measurement
¢ No eavesdropping
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Q->NU No-cloning theorem

A unknown guantum state cannot be cloned

Consider an unknown state: ‘CF>
Quantum cloning machine: ‘Q'7> ‘O> = ‘Q'7> ‘O‘?’>

Suppose such a machine exists then the following would happen

Orthogonal state: ‘O> ‘O> > ‘0> ‘O>

Orthogonal state: ‘l> ‘O> — ‘l> ‘l>

@) [0) = (a]0) +0[1))|0)
@) [0) — al0)]0) +b|1) |1) H
But for cloning a general state would mean

@) [0) —=(a0) +b[1)) (a \0>+b\1>)

@) [0) = a? |0)|0) +b|%1) [1) + ab|0) |1) + ab|1) |0)

If  ab 7£ () then (1) and (2) are different

General state:

(2)

Quantum cloning not possible



Q->NU
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Q->NU Randomness

l.I.D Unpredictable Uniform

Unbiased Asymptomatic Uncompressable

The impossibility of compression, independently of the algorithm used for compression, can actually be considered the definin g trait of randomness,
according to the approach to complexity by Gregory Chaitin and Andrey Kolmogorov



@2NU  Random number generator (RNG)

Algorithmic

PRNG: Pseudo random number generator

Physical process

TRNG

SDI

DI

TRNG: True random number generator
QRNG: Quantum random number generator



Q->NU

Entropy source

Quality of entropy

Generation of true random numbers

Validation of the randomness

Presence of bias

Robustness

Ease of certification

Classical TRNG vs QRNG

Complexity of physical processes and partial ignorance.

Various degrees. The underlying process used as entropy
source may work in a physical regime where there are large
bias and relatively high correlations (i.e., small entropy).

No or unknown (only appear to be random due to
ignorance)

One can never fully monitor the physical process, nor prove
that it is secure.

Prone to bias and has to be corrected with post-processing
algorithms.

Some ability to run health check on entropy source.

Vulnerable to quantum computers Yes

Limited ability to certify the underlying physical process,

which is inherently a complex one. Certification of the
quality of the output based on standard tests.

Hence, QRNG is better approach

Fundamental and intrinsic randomness of quantum
mechanical events and measurements.

High entropy from the start based on the simple design of
the source.

Yes

Live monitoring of the entropy source is very effective and is
provably secure.

The bias, if any, is negligible.

Built-in check based on the simplicity of the process and
more sensitive to tampering.

No

Can validate the underlying physical processes. Certification
of the quality of the output based on standard tests.



Q->NU Types of QRNG
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Q->NU RNG comparison

Characteristic PRNG TRNG QRNG

Entropy source NA

Randomness
Test-suites

Health status NA

Robustness NA
(external noise)

-

Resilient to
guantum attacks

NIST p-value plot

Linear complexity [N
Serial [ ——
Random Excursions Variant [
) Random Excursions [JIE
. Upe ecus Approximate Entropy [
Universal I m—
- Current status Overlapping Template NG
Non-Overlapping Template I —

Form factor

FFT o

NIST test item

Rank
Longest Run [
Runs | ——
cumulative Sums [
Block Frequency | e
Frequency | et

0.01 0.11 0.21 031 0.41 051 061 0.71 0.81 0.91

Security

p-value

M TRNG M PRNG M ORNG



Randomness tests




ENT testsuite

gqnu@qnu: ~/Desktop/999999/hex2bin

qnu@qnu:~j’Desktop}'RANDDMNESSTESTINGfsts—Z.LZ,’sI:... x | gnu@qnu: ~/Desktop/RANDOMMESS TESTING/sks-2.

qnu@qnu:~/Desktop /999999 /hex2bin$
gnu@gnu:~/Desktop/999999/hex2binS$ ent Hub-n-spoke-NIST-data s2.bin
Entropy = 7.999986 bits per byte.

Optimum compression would reduce the size

Chi square distribution for 13107200 samples is 248.57, and randomly
would exceed this value 60.17 percent of the times.

Arithmetic mean value of data bytes is 127.5091 (127.5 = random).
Monte Carlo value for Pi is 3.142736686 (error 0.04 percent).
Serial correlation coefficient is -0.800146 (totally uncorrelated =
qnu@qnu:~/Desktop/999999 /hexzbins [




Q->NU

NIST 800 series

1
RESULTS FOR THE UNIFORMITY OF P-VALUES AND THE PROPORTION OF PASSING SEQUENCES

generator is <Hub-n-spoke-NIST-data_s2.txt>

Cl1 C2 C3 ¢4 (5 C6 C7 C8 (9 Cl10 P-VALUE PROPORTION STATISTICAL TEST

ke 7 9 15 6 8 11 14 7 10 0.437274 100/100 Frequency

7 7 10 9 10 10 5 11 13 18 0.224821 97/100 BlockFrequency

15 11 7 14 10 7 14 5 10 7 0.275709 100/100 CumulativeSums

17 8 8 9 7 9 13 10 6 13 0.334538 99/100 CumulativeSums

11 10 3 10 19 8 12 9 6 12 0.066882 100/100 Runs

10 12 14 13 13 5 7 7 10 9 0.514124 98/100 LongestRun

14 9 9 10 11 5 6 10 15 11 0.474986 100/100 Rank

7 14 6 10 11 10 8 13 10 11 0.779188 99/100 FFT

8 20 7 10 13 9 13 3 11 6 0.019188 100/100 NonOverlappingTemplate
13 4 7 12 11 6 18 9 10 10 0.122325 99/100 NonOverlappingTemplate
1e 6 10 14 6 9 10 12 13 10 0.719747 99/100 NonOverlappingTemplate
11 10 10 14 5 10 10 5 11 14 0.494392 100/100 NonOverlappingTemplate
8 7 11 14 11 7 9 16 8 9 0.514124 99/100 NonOverlappingTemplate
12 6 10 13 7 12 8 11 12 9 0.816537 100/100 NonOverlappingTemplate
11 11 12 8 13 9 9 7 11 9 0.955835 99/100 NonOverlappingTemplate
12 16 6 8 6 10 9 16 10 13 0.474986 98/100 NonOverlappingTemplate
16 9 9 11 10 10 5 12 12 12 0.911413 98/100 NonOverlappingTemplate
10 12 11 1@ 5 8 13 8 13 10 0.779188 98/100 NonOverlappingTemplate
8 10 11 9 9 9 7 12 12 13 0.946308 100/100 NonOverlappingTemplate
8 10 14 4 13 7 15 8 10 11 0.319084 99/100 NonOverlappingTemplate
13 12 13 7 8 11 11 8 9 8 0.867692 97/100 NonOverlappingTemplate
8 15 8 9 9 10 15 10 8 8 0.657933 99/100 NonOverlappingTemplate
13 18 2 7 17 6 8 13 5 11 0.002971 98/100 NonOverlappingTemplate
11 16 8 7 9 10 8 13 13 11 0.924076 99/100 NonOverlappingTemplate
12 16 7 12 10 15 15 6 7 6 0.289667 99/100 NonOverlappingTemplate
13 7 8 9 11 10 13 7 9 13 0.816537 96/100 NonOverlappingTemplate
= 12 17 11 o 11 (8] n n 7 n A10n"1 AMAM /10N MAanMriAarl anmnanaTAamnl adA



Visualising randomness




Random Moves vs Random Moves:

Move 8 Black, Play
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PRNG

QRNG
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Quantum Key Distribution

Demystified (to be continued..)
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