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Second Quantum Revolution
(using non-classical resources fundamentally)

Quantum computing Quantum cryptography

Quantum metrology Quantum sensing



Cryptography
It is a technique of securing information and communications using codes to ensure confidentiality, integrity and authenticat ion.



Features



Types



Symmetric key crypt



Example - 1



Asymmetric key crypt



Example - 2



Hash Functions



Example - 3



Is Classical Cryptography secure? 



Shor's 

Algorithm

https://www.nature.com/articles/d41586-020-03068-9



Ideal Security Requirements



https://www.nature.com/articles/d41586-020-03068-9



Quantum principle 
guaranteeing Ideal 
security





A unknown quantum state cannot be cloned

Consider an unknown state: 

Quantum cloning machine: 

Suppose such a machine exists then the following would happen

But for cloning a general state would mean 

Orthogonal state:

Orthogonal state:

General state: 

Quantum cloning not possible

(1)

(2)

If                           then (1) and (2) are different

No-cloning theorem
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Randomness

I.I.D Unpredictable Uniform

Unbiased Asymptomatic Uncompressable

The impossibility of compression, independently of the algorithm used for compression, can actually be considered the definin g trait of randomness, 

according to the approach to complexity by Gregory Chaitin and Andrey Kolmogorov



Random number generator (RNG)

PRNG

QRNG

DI

SDI

Algorithmic Physical process

TRNG

PRNG: Pseudo random number generator TRNG: True random number generator
QRNG: Quantum random number generator



Classical TRNG vs QRNG
Property Classical TRNG Quantum RNG

Entropy source Complexity of physical processes and partial ignorance. Fundamental and intrinsic randomness of quantum 

mechanical events and measurements.

Quality of entropy Various degrees. The underlying process used as entropy 

source may work in a physical regime where there are large 

bias and relatively high correlations (i.e., small entropy).

High entropy from the start based on the simple design of 

the source.

Generation of true random numbers No or unknown (only appear to be random due to 

ignorance)

Yes

Validation of the randomness One can never fully monitor the physical process, nor prove 

that it is secure.

Live monitoring of the entropy source is very effective and is 

provably secure.

Presence of bias Prone to bias and has to be corrected with post-processing 

algorithms.

The bias, if any, is negligible.

Robustness Some ability to run health check on entropy source. Built-in check based on the simplicity of the process and 

more sensitive to tampering.

Vulnerable to quantum computers Yes No

Ease of certification Limited ability to certify the underlying physical process, 

which is inherently a complex one. Certification of the 

quality of the output based on standard tests.

Can validate the underlying physical processes. Certification 

of the quality of the output based on standard tests.

Hence, QRNG is better approach



QRNG

Quantitative 

variable

DV-QRNG

Time of 
Arrival

Path based

CV-QRNG

Phase noise Vacuum noise Thermal noise

Degree of  

trust

DI-QRNG

Bell's 
inequality

Contextuality

SDI-QRNG

Steering 
inequality

Trusted QRNG

Types of QRNG



RNG comparison



Randomness tests



ENT testsuite



NIST 800 series



Visualising randomness



Random Moves vs Random Moves:



PRNG

QRNG



Quantum Key Distribution 

Demystified (to be continued..)
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