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Quantum Computers

Powerful algorithms like Shor’s algorithm and 

Grover’s  algorithm running on equally 

powerful computers can crack these 

encryption standards.

RSA & ECC are Highly Vulnerable

Classical Encryption build on 

mathematical complexities are 

obsolete



Harvest Now Decrypt Later

With life of critical data being 10+ years, there is great 

incentive for hackers to carry out this attack, and crack 

them later when they have access to larger computing 

power.
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Quantum security companies

Ref. https://x.com/QuantumDaily/status/1767881188771799436



Quantum Key Distribution



εAUT ≤ 10−13.

εVER ≤ 9 × 10−13.

εPE ≤ 9 × 10−13. 

QKD Stages



Point-to-Point QKD



Protocol: BB84



https://www.researchgate.net/publication/359228217_Quantum_Computing_and_the_Future_Internet/figures?lo=1

Alice basis sequence 1 0 0 0 1 0 0 1 1 1 1 0



Protocol: Decoy-DPS



Armos protocol - Decoy-DPS

Fig. Block diagram of the QKD systems constituting ChaQra.



Point-to-Multipoint QKD (ChaQra)



Quantum secured Indian Subcontinent

Fig. Network extension to the Indian subcontinent using ChaQra as a cellular unit.



ChaQra is live



ChaQra – 

1 Hub and 

5 Spokes



S.No. Spoke no. Distance (Km) Loss (dB) Key rate 
(kbps)

QBER (%)

1 A1 100 28 3.2 3.66

2 A2 90 25 6.4 3.34

3 A3 75 18 9.8 3.2

4 A4 65 15 16.2 2.34

5 A5 100 30 1.8 3.5

Results – Field tested system

Table-1. Key specifications of ChaQra. Key rate at lesser loss is limited by the dead time of the single photon detector.



Beyond QKD



Quantum Multiparty computation

QKD network is a platform 

for the shared randomness 

that will support distributed 

computing, threshold 

computation, authentication 

and lot more



QNu Labs serving National 

Quantum Mission



National Quantum Mission Deliverables
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